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EST’d 1994
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Precursor Systems
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“Alex Narvey is the original Mac MSP” 

                            - Allen Hancock

6



Copyright © 2022, Alex Narvey

precursor.ca/slides
8

mini Dev OpsMac
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Examples 
Monthly Reporting with REST

Basics 
Interacting with REST APIs
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— MDM Devices

— macOS Version

— Malware

— Hardware Age

Support Tickets —

Software Patches —

Warnings —

DNS Filtering —
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REST APIs
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“The world is just a collection of REST endpoints.” 
                                                                            

Charles Edge
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Representational State Transfer
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{ REST }
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cURL
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cURL, which stands for client URL, is a command 
line tool that developers use to transfer data to 
and from a server.
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The most basic command in curl is:  
 

curl http://example.com 
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http://example.com
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JSON

JavaScript Object Notation
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{ 
    "distribution_style": true, 
    "identifier": "com.erikng.installapplications", 
    "install_location": "/", 
    "name": "InstallApplications-${version}.pkg", 
    "ownership": "recommended", 
    "postinstall_action": "none", 
    "signing_info": { 
        "identity": "Mac Installer: Erik Gomez (XXXXXXXXXXX)", 
        "timestamp": true 
    }, 
    "suppress_bundle_relocation": true, 
    "version": "2.1" 
}

Buildinfo.json 
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cURL https://businessapi.mosyle.com/v1/users



Copyright © 2022, Alex Narvey

precursor.ca/slides
32

{ 
  "status": "OK", 
  "response": [ 
    { 
      "users": [ 
        { 
          "iduser": "69", 
          "code": “2QTBH", 
          "name": "Alex Narvey", 
          "type": "ADMIN", 
          "identifier": "alex", 
          "email": "anarvey@precursor.ca", 
          "is_removed": false 
        } 
      ], 
      "page": 1 
    } 
  ] 
}
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cURL  
https://exampleco.monitoringclient.com/v2.5/computers/?
api_key="123456789"&group_id="24"&expand[]=plugin_results"

https://exampleco.monitoringclient.com/v2.5/computers/?api_key=
https://exampleco.monitoringclient.com/v2.5/computers/?api_key=
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…
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https://mmattozzi.github.io/cocoa-rest-client/
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https://www.getpostman.com/downloads/
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https://claris.com/filemaker/
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Insert From URL 

          Takes cURL commands

39
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Target

FileMaker Field 

FileMaker Variable
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URL

https://api.example.com/v1/groups

https://api.example.com/v1/groups
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cURL Options

Header 
Data 
Form data 
Authentication 
Cookies
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https://support.claris.com/s/article/new-curl-options-in-insert-from-url
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“Getting started with the new cURL options is 
quite daunting and a steep learning curve.”
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Basic GET Command

Authorization in URL
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curl https://subdomain.monitoringclient.com/v2.5/groups?api_key=Example_API_Key
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GET

https://your_subdomain.monitoringclient.com/v2.5/groups?%5C
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curl https://subdomain.monitoringclient.com/v2.5/groups?api_key=Example_API_Key
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GET

https://your_subdomain.monitoringclient.com/v2.5/groups?%5C
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curl https://subdomain.monitoringclient.com/v2.5/groups?api_key=Example_API_Key
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GET

https://your_subdomain.monitoringclient.com/v2.5/groups?%5C
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https://subdomain.monitoringclient.com/v2.5/groups?api_key=Example_API_Key

Insert From URL script step
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https://subdomain.monitoringclient.com/v2.5/groups?api_key=Example_API_Key



Copyright © 2022, Alex Narvey

precursor.ca/slides
50

https://subdomain.monitoringclient.com/v2.5/groups?api_key=Example_API_Key
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https://subdomain.monitoringclient.com/v2.5/groups?api_key=Example_API_Key
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https://subdomain.monitoringclient.com/v2.5/groups?api_key=Example_API_Key
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https://subdomain.monitoringclient.com/v2.5/groups?api_key=Example_API_Key
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https://subdomain.monitoringclient.com/v2.5/groups?api_key=Example_API_Key



Copyright © 2022, Alex Narvey

precursor.ca/slides
55

Authentication in Header
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curl https://[YOUR_DOMAIN]/api/v1/companies? -H "x-api-key: YOUR_API_KEY_HERE"
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GET
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curl https://[YOUR_DOMAIN]/api/v1/companies? -H "x-api-key: YOUR_API_KEY_HERE"
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curl https://[YOUR_DOMAIN]/api/v1/companies? -H "x-api-key: YOUR_API_KEY_HERE"
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GET
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Insert From URL script step

curl https://[YOUR_DOMAIN]/api/v1/companies? -H "x-api-key: YOUR_API_KEY_HERE"
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https://[YOUR_DOMAIN]/api/v1/companies? -H "x-api-key: YOUR_API_KEY_HERE"
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https://[YOUR_DOMAIN]/api/v1/companies? -H "x-api-key: YOUR_API_KEY_HERE"
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https://[YOUR_DOMAIN]/api/v1/companies? -H "x-api-key: YOUR_API_KEY_HERE"
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https://[YOUR_DOMAIN]/api/v1/companies? -H "x-api-key: YOUR_API_KEY_HERE"
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https://[YOUR_DOMAIN]/api/v1/companies? -H "x-api-key: YOUR_API_KEY_HERE"
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https://[YOUR_DOMAIN]/api/v1/companies? -H "x-api-key: YOUR_API_KEY_HERE"
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https://[YOUR_DOMAIN]/api/v1/companies? -H "x-api-key: YOUR_API_KEY_HERE"
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https://[YOUR_DOMAIN]/api/v1/companies? -H "x-api-key: YOUR_API_KEY_HERE"
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Data in URL
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curl https://your_subdomain.monitoringclient.com/v2.5/expirations
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POST
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curl https://your_subdomain.monitoringclient.com/v2.5/expirations

70

POST
-d expiration[license_key]=isghds-firugs-sdfsdig \ 
-d expiration[expires_at]=2015-03-30 \ 
-d expiration[expiration_manufacturer_id]=em_e77660913d \ 
-d expiration[expiration_product_id]=ep_8a6cf51252 \ 
-d expiration[group_id]=g_ac21d783d9 \ 
-d expiration[computer_id]=c_165f745e6b \ 
-d expiration[renewable]=false
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curl https://your_subdomain.monitoringclient.com/v2.5/expirations
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POST
-d expiration[license_key]=isghds-firugs-sdfsdig \ 
-d expiration[expires_at]=2015-03-30 \ 
-d expiration[expiration_manufacturer_id]=em_e77660913d \ 
-d expiration[expiration_product_id]=ep_8a6cf51252 \ 
-d expiration[group_id]=g_ac21d783d9 \ 
-d expiration[computer_id]=c_165f745e6b \ 
-d expiration[renewable]=false
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curl https://your_subdomain.monitoringclient.com/v2.5/expirations
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POST
-d expiration[license_key]=isghds-firugs-sdfsdig \ 
-d expiration[expires_at]=2015-03-30 \ 
-d expiration[expiration_manufacturer_id]=em_e77660913d \ 
-d expiration[expiration_product_id]=ep_8a6cf51252 \ 
-d expiration[group_id]=g_ac21d783d9 \ 
-d expiration[computer_id]=c_165f745e6b \ 
-d expiration[renewable]=false
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curl https://your_subdomain.monitoringclient.com/v2.5/expirations
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POST
-d expiration[license_key]=isghds-firugs-sdfsdig \ 
-d expiration[expires_at]=2015-03-30 \ 
-d expiration[expiration_manufacturer_id]=em_e77660913d \ 
-d expiration[expiration_product_id]=ep_8a6cf51252 \ 
-d expiration[group_id]=g_ac21d783d9 \ 
-d expiration[computer_id]=c_165f745e6b \ 
-d expiration[renewable]=false
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curl https://your_subdomain.monitoringclient.com/v2.5/expirations

74

POST
-d expiration[license_key]=isghds-firugs-sdfsdig \ 
-d expiration[expires_at]=2015-03-30 \ 
-d expiration[expiration_manufacturer_id]=em_e77660913d \ 
-d expiration[expiration_product_id]=ep_8a6cf51252 \ 
-d expiration[group_id]=g_ac21d783d9 \ 
-d expiration[computer_id]=c_165f745e6b \ 
-d expiration[renewable]=false
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“text” & table::fielddata & $variable & “&key=data”
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“text” & table::fielddata & $variable & “&key=data”

FileMaker Ampersand
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“text” & table::fielddata & $variable & “&key=data”

URL Ampersand
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Data sent by JSON
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curl http://businessapi.mosyle.com/v1/devices
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POST

{ 
    "operation": "list", 
    "options" : { "os": "mac"} 
     
}
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curl http://businessapi.mosyle.com/v1/devices

80

POST

{ 
    "operation": "list", 
    "options" : { "os": "mac"} 
     
}
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curl http://businessapi.mosyle.com/v1/devices
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POST

{ 
    "operation": "list", 
    "options" : { "os": "mac"} 
     
}
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curl http://businessapi.mosyle.com/v1/devices

82

POST
{ 
    "operation": "list", 
    "options" : { "os": "mac"} 
     
}
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curl http://businessapi.mosyle.com/v1/devices
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POST
{ 
    "operation": "list", 
    "options" : { "os": "mac"} 
     
}
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curl http://businessapi.mosyle.com/v1/devices

84

POST
{ 
    "operation": "list", 
    "options" : { "os": "mac"} 
     
}
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curl http://businessapi.mosyle.com/v1/devices
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POST
{ 
    "operation": "list", 
    "options" : { "os": "mac"} 
     
}
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curl http://businessapi.mosyle.com/v1/devices
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POST
{ 
    "operation": "list", 
    "options" : { "os": "mac"} 
     
}
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curl http://businessapi.mosyle.com/v1/devices
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POST
{ 
    "operation": "list", 
    "options" : { "os": "mac"} 
     
}
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curl http://businessapi.mosyle.com/v1/devices
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POST
{ 
    "operation": "list", 
    "options" : { "os": "mac"} 
     
}
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-H / --header <name: value> 

-F / --form <name=content> 

-F / --form <name=@[$]fmvariable> 

-b / --cookie-jar <$[$]fmvariable> 
  

-d / --data <data> 

 -d / --data @<$[$]fmvariable>

89

Use this option multiple times to set multiple header entries. 

// form data (quoted?) 

// form data value from variable 

Direct file access replaced with FM variables. 

Data (quoted) 
  
Data from FileMaker variable  
       (@ character prefixing a FM variable replaces direct file access)
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JSON Parsing 

          FileMaker’s JSON Parsing tools
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JSONFormatElements
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{"firstName":"John","
lastName":"doe","age"
:"26","address":
{"streetAddress":"123 
Main street”,”
city":"Anytown","post
alCode":"12345"},"pho
neNumbers":
[{"type":"iPhone","nu
mber":"123-456-8888"}
,
{"type":"home","numbe
r":"123-557-8910"}]}
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{ 
  "firstName": "John", 
  "lastName" : "doe", 
  "age"      : "26", 
  "address"  : { 
    "streetAddress": "123 Main street", 
    "city"         : "Anytown", 
    "postalCode"   : "12345" 
  }, 
  "phoneNumbers": [ 
    { 
      "type"  : "iPhone", 
      "number": "123-456-8888" 
    }, 
    { 
      "type"  : "home", 
      "number": "123-557-8910" 
    } 
  ] 
}

JSONFormatElements
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{ 
  "firstName": "John", 
  "lastName" : "doe", 
  "age"      : "26", 
  "address"  : { 
    "streetAddress": "123 Main street", 
    "city"         : "Anytown", 
    "postalCode"   : "12345" 
  }, 
  "phoneNumbers": [ 
    { 
      "type"  : "iPhone", 
      "number": "123-456-8888" 
    }, 
    { 
      "type"  : "home", 
      "number": "123-557-8910" 
    } 
  ] 
}

https://www.soliantconsulting.com/blog/parsing-json-filemaker-16/
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{ 
  "firstName": "John", 
  "lastName" : "doe", 
  "age"      : "26", 
  "address"  : { 
    "streetAddress": "123 Main street", 
    "city"         : "Anytown", 
    "postalCode"   : "12345" 
  }, 
  "phoneNumbers": [ 
    { 
      "type"  : "iPhone", 
      "number": "123-456-8888" 
    }, 
    { 
      "type"  : "home", 
      "number": "123-557-8910" 
    } 
  ] 
}

Keys
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{ 
  "firstName": "John", 
  "lastName" : "doe", 
  "age"      : “26", 
  "address"  : { 
    "streetAddress": "123 Main street", 
    "city"         : "Anytown", 
    "postalCode"   : "12345" 
  }, 
  "phoneNumbers": [ 
    { 
      "type"  : "iPhone", 
      "number": "123-456-8888" 
    }, 
    { 
      "type"  : "home", 
      "number": "123-557-8910" 
    } 
  ] 
}

Values
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{ 
  "firstName": "John", 
  "lastName" : "doe", 
  "age"      : “26", 
  "address"  : { 
    "streetAddress": "123 Main street", 
    "city"         : "Anytown", 
    "postalCode"   : "12345" 
  }, 
  "phoneNumbers": [ 
    { 
      "type"  : "iPhone", 
      "number": "123-456-8888" 
    }, 
    { 
      "type"  : "home", 
      "number": "123-557-8910" 
    } 
  ] 
}

Arrays
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{ 
  "firstName": "John", 
  "lastName" : "doe", 
  "age"      : “26", 
  "address"  : { 
    "streetAddress": "123 Main street", 
    "city"         : "Anytown", 
    "postalCode"   : "12345" 
  }, 
  "phoneNumbers": [ 
    { 
      "type"  : "iPhone", 
      "number": "123-456-8888" 
    }, 
    { 
      "type"  : "home", 
      "number": "123-557-8910" 
    } 
  ] 
}

JSONGetElement( JSON ; "firstName" )

"John"
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{ 
  "firstName": "John", 
  "lastName" : "doe", 
  "age"      : “26", 
  "address"  : { 
    "streetAddress": "123 Main street", 
    "city"         : "Anytown", 
    "postalCode"   : "12345" 
  }, 
  "phoneNumbers": [ 
    { 
      "type"  : "iPhone", 
      "number": "123-456-8888" 
    }, 
    { 
      "type"  : "home", 
      "number": "123-557-8910" 
    } 
  ] 
}

JSONGetElement( JSON ; "address" )

{ 
    "streetAddress": "123 Main street", 
    "city"         : "Anytown", 
    "postalCode"   : "12345" 
  }
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{ 
  "firstName": "John", 
  "lastName" : "doe", 
  "age"      : “26", 
  "address"  : { 
    "streetAddress": "123 Main street", 
    "city"         : "Anytown", 
    "postalCode"   : "12345" 
  }, 
  "phoneNumbers": [ 
    { 
      "type"  : "iPhone", 
      "number": "123-456-8888" 
    }, 
    { 
      "type"  : "home", 
      "number": "123-557-8910" 
    } 
  ] 
}

JSONGetElement( JSON ; "address.streetAddress" )

"123 Main Street"
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{ 
  "firstName": "John", 
  "lastName" : "doe", 
  "age"      : “26", 
  "address"  : { 
    "streetAddress": "123 Main street", 
    "city"         : "Anytown", 
    "postalCode"   : "12345" 
  }, 
  "phoneNumbers": [ 
    { 
      "type"  : "iPhone", 
      "number": "123-456-8888" 
    }, 
    { 
      "type"  : "home", 
      "number": "123-557-8910" 
    } 
  ] 
}

JSONGetElement( JSON ; "phoneNumbers" ) 

[ 
    { 
      "type"  : "iPhone", 
      "number": "123-456-8888" 
    }, 
    { 
      "type"  : "home", 
      "number": "123-557-8910" 
    } 
  ] 
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{ 
  "firstName": "John", 
  "lastName" : "doe", 
  "age"      : “26", 
  "address"  : { 
    "streetAddress": "123 Main street", 
    "city"         : "Anytown", 
    "postalCode"   : "12345" 
  }, 
  "phoneNumbers": [ 
    { 
      "type"  : "iPhone", 
      "number": "123-456-8888" 
    }, 
    { 
      "type"  : "home", 
      "number": "123-557-8910" 
    } 
  ] 
}

JSONGetElement( JSON ; "phoneNumbers[0]" )

{"number":"123-456-8888","type":"iPhone"}
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{ 
  "firstName": "John", 
  "lastName" : "doe", 
  "age"      : “26", 
  "address"  : { 
    "streetAddress": "123 Main street", 
    "city"         : "Anytown", 
    "postalCode"   : "12345" 
  }, 
  "phoneNumbers": [ 
    { 
      "type"  : "iPhone", 
      "number": "123-456-8888" 
    }, 
    { 
      "type"  : "home", 
      "number": "123-557-8910" 
    } 
  ] 
}

JSONGetElement( JSON ; "phoneNumbers[0].number" )

"123-456-8888"
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{ 
  "firstName": "John", 
  "lastName" : "doe", 
  "age"      : “26", 
  "address"  : { 
    "streetAddress": "123 Main street", 
    "city"         : "Anytown", 
    "postalCode"   : "12345" 
  }, 
  "phoneNumbers": [ 
    { 
      "type"  : "iPhone", 
      "number": "123-456-8888" 
    }, 
    { 
      "type"  : "home", 
      "number": "123-557-8910" 
    } 
  ] 
}

JSONGetElement( JSON ; “phoneNumbers[1].number" )

“123-557-8910”
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{ 
  "firstName": "John", 
  "lastName" : "doe", 
  "age"      : “26", 
  "address"  : { 
    "streetAddress": "123 Main street", 
    "city"         : "Anytown", 
    "postalCode"   : "12345" 
  }, 
  "phoneNumbers": [ 
    { 
      "type"  : "iPhone", 
      "number": "123-456-8888" 
    }, 
    { 
      "type"  : "home", 
      "number": "123-557-8910" 
    } 
  ] 
}

ValueCount( JSONListKeys( JSON; "phoneNumbers" )

"2"
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JSONGetElement( JSON ; "phoneNumbers[" & $i & "].number" )
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https://www.soliantconsulting.com/blog/parsing-json-filemaker-16/

113

https://dbservices.com/articles/filemaker-json-functions/

https://github.com/SoliantMike/PHP-HTTPDebug
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Winnipeg

114



115
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Monthly Reports
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Each Month!

119

“Like an animal !”

• Log in to each client’s 
• Screenshot each client 
• Rename screenshot 
• Attach to email 
• Send mail 
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Each Month!
• Do nothing

😎
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Watchman Monitoring

122
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https:/your_subdomain.monitoringclient.com/settings/api
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https://api.watchmanmonitoring.com/#plugin_result
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Zendesk
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https://developer.Zendesk.com/rest_api/docs/support/
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https://your_subdomain.zendesk.com/agent/admin/api/settings/tokens
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"https://" & ZendeskQuery::SubDomain & ".Zendesk.com/api/v2/
search.json?query=type:ticket organization:\"" & 
Tickets::ticketORGANIZATION & "\" solved>" & $$Period & "\""

“https://subdomain.Zendesk.com/api/v2/search.json?
query=type:ticket organization:orgName solved>YYYY-MM-DD“
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"https://" & ZendeskQuery::SubDomain & ".Zendesk.com/api/v2/
search.json?query=type:ticket organization:\"" & 
Tickets::ticketORGANIZATION & "\" solved>" & $$Period & "\""

Insert from URL

139
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cURL Options
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"-user \"" & ZendeskQuery::UserName & " /token:" & 
ZendeskQuery::APIkey & "\""
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https://www.briandunning.com/cf/893
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date.format custom function by Tim Anderson Group

date.format ( ( Get(CurrentDate) - ZendeskQuery::Period ); "yyyy-mm-dd" )
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munkireport
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https://sqwarq.com/detectx/
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https://github.com/munkireport/munkireport-php/wiki/API
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“detectx.status” 
“detectx.numberofissues”
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https://munkireport.precursor.ca/index.php?/module/detectx/get_stats/

Status:     Clean     Issues     Infected
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https://msdev.co.uk/adventures-in-filemaker-curl-the-cookie-jar/
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https://github.com/joncrain/munkireport-postman-collection
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Specify URL

cURL options
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Specify URL

cURL options
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https://github.com/munkireport/munkireport-php/wiki/Business-Units
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https://github.com/precursorca/munki-stats-widget

Thanks to Arjen van Bochoven!
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Display as a FileMaker Buttons

munkireport.example.com/index.php?//show/dashboard/stats
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macOS
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Munkireport OS Breakdown
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Munkireport OS Breakdown Donut

https://github.com/precursorca/os_donut_widget
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Display as a FileMaker Chart

munkireport.example.com/index.php?//module/machine/os
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Asset Age
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Munkireport Hardware Age
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Display as a FileMaker Chart

munkireport.example.com/index.php?//module/warranty/age
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https://app.swaggerhub.com/apis/DNSFilter/dns-filter_api/1.0.1
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1) Obtain a key for authentication 

2) Get the Orgization IDs (clients) 

3) Set a time period (30 days back) 

4) Get total number of requests (aggregate 30 buckets) 

5) Get total number of blocked threats  (aggregate 30 buckets) 
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https://api.dnsfilter.com/v1/organizationshttps://api.dnsfilter.com/v1/clients

https://api.dnsfilter.com/v1/clients
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https://api.dnsfilter.com/v1/organizations

GET

{ 
  "data": [ 
    { 
      "id": "string", 
      "type": "string", 
      "attributes": { 
        "id": 0, 
        "name": "string", 
        "stripe_customer_id": "string", 
        "trial_days": 0, 
        "update_payment": true, 
        "billing_contact_name": "string", 
        "billing_contact_phone": "string", 
        "billing_contact_email": "string", 
        "address": "string",
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"https://api.dnsfilter.com/v1/traffic_reports/total_requests? 
organization_ids="  
& DNSFilterStats::ORGANIZATION_ID  
& "&from="  
& $$DNSFilterDATE  
& "T01:01:01" & "\""

https://api.dnsfilter.com/v1/traffic_reports/total_requests?
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Mosyle
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"https://businessapi.mosyle.com/v1/devices"

//The cURL details 
" -d @$MacDeviceJSON" 
//" -d {\"operation\": \"list\",\"options\" : { \"os\": \"mac\"} }” 
//" -d {\"operation\": \"list\",\"options\" : { \"os\": \"ios\"} }” 
//" -d {\"operation\": \"list\",\"options\" : { \"os\": \”tvos\"} }"



Copyright © 2022, Alex Narvey 197

precursor.ca/slides



Copyright © 2022, Alex Narvey 198

precursor.ca/slides



Copyright © 2022, Alex Narvey

Slack

199

precursor.ca/slides



Copyright © 2022, Alex Narvey 200

precursor.ca/slides

https://api.slack.com
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https://api.slack.com/methods/chat.postMessage
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https://api.slack.com/web#posting_json
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https://api.slack.com/web#posting_json
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https://api.slack.com/apps
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https://api.slack.com/incoming-webhooks
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https://api.slack.com/methods/chat.postMessage



Copyright © 2022, Alex Narvey 208

precursor.ca/slides



Copyright © 2022, Alex Narvey 209

precursor.ca/slides

https://api.slack.com/docs/oauth
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https://api.slack.com/methods/chat.postMessage
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https://api.slack.com/docs/oauth-scopes
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https://api.slack.com/methods/files.upload
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Triggers & Webhooks
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Templates
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https://precursor.ca/APItemplates
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45 day demo 
https://www.claris.com/trial/ 

ACN FileMaker NFR 
https://consultants.apple.com 

Claris Engage  
https://community.claris.com/en/s/engage 

FileMaker Partners (free to partners) 
https://www.claris.com/partners/become-a-partner.html 

Purchase at Retail 
https://store.claris.com

             Claris FileMaker

https://www.claris.com/partners/become-a-partner.html
https://store.claris.com
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